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Abstract—With the continuous development and advancement
of neural networks, in the application of neural networks, users
not only require neural networks to be able to complete a given
task but also want to know when they can trust the network’s
prediction results and when they need to be cautious about
the prediction results. In response to the need for uncertainty
estimation of neural networks, many researchers have invested
in the study of uncertainty estimation. Existing uncertainty
evaluation methods are difficult to apply to deep neural networks
with large parameter scales, complex internal structures, and
mappings between inputs and outputs that are hard to express.
This paper proposes a key nodes based resampling uncertainty
estimation method ((KN-RUE), which achieves uncertainty es-
timation of prediction results for arbitrarily given large-scale
neural networks. In this method, the first step involves analyzing
the differences in feature space between adversarial and clean
samples, identifying the main nodes affected by adversarial
samples, and determining the critical nodes within the network.
Next, by resampling the parameters of key nodes, the model is
extended while ensuring model performance as much as possible,
thus completing the measurement of uncertainty in prediction
results. Through experiments, the effectiveness of the extended
model and the superiority of uncertainty estimation performance
in KN-RUE have been verified.

Index Terms—deep learning, resampling uncertainty estima-
tion, network node analysis

I. INTRODUCTION

In the past decade, with the booming development of deep
learning, neural networks have become absolutely dominant in
computer vision tasks by virtue of their superior performance.
It has enabled neural networks to be used in more and
more intelligent applications, such as autonomous driving [1],
object detection [2], medical image processing [3], and so
on. Although neural networks have excellent performance in
various fields, they also have defects that can not be ignored,
1. Neural networks often exhibit excessive confidence in their
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predictions and struggle to provide a quantified assessment
of the uncertainty associated with those predictions. 2. When
the neural network receives data out of the distribution of
the training set, it is unable to make a judgment, and it will
still give the results in the category of the training set [4].
The weaknesses of neural networks make them unable to be
trusted by the user. Therefore, in scenarios with high-security
requirements, uncertainty quantification for the predictions of
neural networks is necessary because it can help end users
determine when they can trust the model’s predictions and
when they need to be extra cautious in making decisions based
on those predictions.

Many researchers have been working on understanding and
quantifying uncertainty in neural network prediction and have
proposed various methods to measure and quantify uncertainty
in neural networks. Among them, GPR (Gaussian Process Re-
gression) can be regarded as generalized Bayesian inference,
extending from inference about a finite set of random variables
to inference about a function [5], [6] shows Gaussian processes
and prior with a single infinitely wide hidden layer and net-
work parameters, which allows to perform Bayesian inference
on neural networks in its exact form using simple matrix
operations. As deep learning has grown in popularity in recent
years, GPR has made significant extensions to standard DNNs
[7] and deep convolutional neural networks [8], [9]. Secondly,
uncertainty modeling in Bayesian neural networks combines
the scalability, expressiveness, and predictive performance of
neural networks with Bayesian learning, rather than learning
via the maximum likelihood principle. The Bayesian approach
considers the network parameter 6 as a random variable, and
the goal is to find the entire distribution of reasonable § values
that might generate the observed data D [10]. Finally, neural
network integration involves independently training multiple
models and aggregating predictions from these separate mod-
els. When constructing neural network model integration, a
high degree of diversity among the individual models needs



to be maintained [11].

Although these methods have made effective progress in
neural network uncertainty quantitative, the shortcomings of
each method are also very obvious, firstly, GPR usually does
not scale well to large training datasets (large N) as it has a
training complexity of O(NN?3) [12]. Secondly, the uncertainty
quantitative of Bayesian networks has requirements on the
structure of the neural network and the training process,
and cannot be directly supposed to a given arbitrary neural
network. Finally, neural network integration likewise requires
multiple models in the training process, cannot be used for a
given neural network, and greatly increases the training cost.

To achieve uncertainty estimation for any given large-
scale neural network, in this paper, we propose a key node
resampling uncertainty estimation (KN-RUE) method. In this
method, the uncertainty assessment of the prediction results
for a neural network is divided into two parts, the first one is
the network node contribution measure method based on the
adversarial attack. This part analyses the difference between
the activation values of the adversarial samples generated by
the adversarial attack algorithm and the clean samples in the
network to determine the main attack nodes of the adversarial
attack algorithm on the neural network, so as to determine the
key nodes in it. Then there is an uncertainty estimation based
on key node resampling, which achieves the expansion of the
neural network by resampling the parameters of key nodes,
to achieve the generation of multiple prediction results for a
single sample, and to estimate the uncertainty measure of the
prediction results. The main contributions of this paper are
shown in the following three aspects:

« We propose a network node contribution metric method
based on adversarial attacks. By analyzing the difference
between the activation values of adversarial samples and
clean samples inside the neural network, we search for
the reasons that lead to the recognition error of the adver-
sarial samples, and achieve the network node contribution
metric and key node extraction.

o« We propose an uncertainty estimation method based
on the resampling of key nodes, which simulates the
Bootstrap training process by resampling the key nodes
to achieve model expansion. While greatly reducing the
computational effort, the performance of the model is
preserved as much as possible.

o We conduct experiments on mainstream datasets and net-
works to demonstrate the applicability and effectiveness
of the proposed method.

II. METHODOLOGY
A. Overview

The traditional resampling uncertainty measure makes it
difficult to measure uncertainty for deep neural network pre-
diction results with a huge number of parameters. In this paper,
we propose a critical node resampling uncertainty metric
technique based on adversarial attack network path analysis.
As shown in Fig. 1, in this method we propose the key node

analysis algorithm of deep neural network based on anti-attack
to complete the extraction of key nodes of deep neural network
and combine the uncertainty metric technique on the key nodes
to achieve the uncertainty metric of the prediction results of
deep neural network.

B. Node Contribution Analysis

In a neural network, each neuron node represents a pattern
of features contained in a sample, and the contribution of
these nodes is differentiated. Some neuron nodes have large
contributions and are known as key nodes and they occupy an
important position in the network [13]. The adversarial sam-
ples and the clean samples without adding small perturbations
are fed as input samples to the trained neural network to get the
activation level of each neuron node within the neural network
for the adversarial samples and the clean samples, respectively.
Since the small perturbation causes the neural network to
misjudge, it can be assumed that the small change mainly
affects the neuron nodes that have a larger contribution within
the neural network, i.e., the key nodes. By comparing and
analyzing the activation level of the adversarial samples and
the clean samples, the contribution of each neuron node can
be obtained, and the network nodes with a large contribution
can be considered as key nodes in the process of network
operation.

In generating adversarial samples with malicious perturba-
tions, we use the commonly used iterative adversarial attack
method Projected Gradient Descent (PGD) [14].

X=X
XN = Clipx s {XN + asign[Vid (6, XY, yirue)] }
(1
where X is the clean sample, X" is the sample after N rounds
of attack, « represents the step size of each attack perturbation,
S represents the upper limit of the attack perturbation, sign(-)
is the sign function and Clip(-) is the truncation function.

The clean and adversarial samples are sequentially fed into
the deep neural network to be analyzed, and the feature maps
F corresponding to the samples in each intermediate hidden
layer of the network to be analyzed are obtained. For the
convolutional layer, the feature map corresponding to a node
is a two-dimensional vector with dimension hxw. In order to
measure the activation of the node, we perform global max-
pooling on the feature map of the convolutional layer to obtain
the most significant features of the feature map and use this as
the activation value of the node. For the fully connected layer,
the feature map of each node is the activation value of that
node, so no additional operation is needed. By doing this, the
activation of the convolutional layer and the fully connected
layer are measured uniformly.

GMP(F;)
E; layer; is fully connected layer

A layer; is convolutional layer
i =

where F; represents the feature map of the layer; and A; rep-
resents the activation value of the layer;, GM P(-) represents
the global max-pooling operation.
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Fig. 1. The overall framework of the proposed KN-RUE. It contains key node extraction, key node resampling, and uncertainty estimation.

After obtaining the activation values for each node, the
location of the model error caused by the adversarial sample
can be localized by measuring the difference in activation
values between the adversarial sample and the clean sample.
Since there is only a slight difference between the adversarial
sample and the clean sample in the data space, the same dif-
ference between the adversarial sample and the clean sample
in the feature space is also concentrated only in some of the
nodes. Since the change in some of the nodes leads to a
change in the final result, we believe that the magnitude of
the difference between the adversarial sample and the clean
sample in the feature space can be a measure of how much
the node contributes to the task of the neural network, and
the nodes with a large difference play an important role in the
neural network and can be regarded as the key nodes.

R; =| A7 — A} | 3)

=< 5

2121 R;
where A° and A® represent the activation values of clean
and adversarial samples on each node of the neural network
respectively, R represents the importance degree of the node,
and C represents the contribution degree of the node in the
neural network.

After obtaining the contribution of each node, some of
the nodes with the largest contribution can be filtered and

C; “)

considered as key nodes. In the subsequent resampling process,
only the parameters of the key nodes are manipulated.

C. Key Node Resampling Uncertainty Estimation

Resampling uncertainty estimation (RUE) [15] is achieved
by resampling the parameters of the neural network to obtain
multiple extensions of the original model, thus achieving
uncertainty estimation of the prediction results based on
the prediction results of multiple extensions. The resampling
uncertainty estimation technique can achieve the uncertainty
measure of the prediction results of the neural network, but
the computational amount and complexity of the resampling
algorithm increase dramatically with the increase of the num-
ber of model parameters. In order to reduce the computational
amount of resampling, we resample the key nodes to achieve
network expansion, ensure the independence and effectiveness
of the extended model as much as possible, and achieve the
uncertainty measure of the prediction results of large-scale
neural networks.

The function f of a deep neural network is defined by a
vector of parameters § € R?, and the deep neural network
learns from the training data by minimizing the objective
function:

n
Ip(0) =3 £(yi, f(:,0)) + R(0) (5)
i=1

where / is a loss function and R(6) is a regularizer.



When learning on the original sample, let 0 represents the
learning parameters that satisfy the following conditions:

V.Jp() = Z Voli(0) + VoR(0) = C 6)
=1

The resampling process for a trained deep neural network
is an approximation of the Bootstrap process [16]. Boot-
strap approximately estimates the sampling distribution of the
samples by repetitively simulating Bootstrap samples, which
create a new dataset by sampling with replacement from a
uniform distribution on the original dataset. Let w; denote
the multiplicative weight of the ith training sample in the
objective function, the objective function of the bootstrap
training process can be rewritten in the following form:

Jp(0;w) =Y wili(6) + R(6) (7)

The bootstrap equivalent is to choose new weights to
count the number of times a particular example is included
in the bootstrap sample, and then readjust the target. For
the bootstrap model, the following equation is valid for the
solution:

VoJp(B;w) = Lwg + VyR(0) = C (8)

where L is a matrix in which column ¢ is the loss gradient of
the ith sample Vgéi(é), and wy € R™ is a vector.

Assuming that VgJD(é;w) is smooth on # (the loss and
regularizer are twice continuously differentiable), we can use
the implicit function theorem to derive the existence of a
local function such that ¢(wy) = 6. An implicit function F
expressing the relationship between w and 6 can be obtained

from Eqgs. (6) and (8):

F=Lwy— Y Voli(h) 9)
i=1
This suggests that there exists a mapping from the sample
weights to the learned model parameters, and it is possible
to directly sample the new weights and map them to the
parameters, thus obtaining the parameters corresponding to the
new weights. Our approach approximates this function using
a first-order Taylor expansion that:
o¢

0" = 0 4+ 2|, (w*

ow ~ o)

a6 (10)
=@
=0 — H 'L(w* — wp)

where the Hessian matrix H = V2.Jp ().

After obtaining the mapping relation from the sample
weights to the learned model parameters, we only need to
formulate new weights w* to sample the parameters of the
key nodes in the neural network through the mapping relation

to obtain 6*. To approximate the sampling distribution of
the model predictions at the sample points, we compute the
predictions for the set of models with key node parameters
{07}_,. The algorithm for key node resampling uncertainty
estimation is shown in algorithmic 1:

Algorithm 1 KN-RUE

Input: training set D, trained model f, the ratio of key
nodes 7, number of training data m, number of network
extensions b, test data 4.5, damping term \.

Output: network output result YV

: Generate the adversarial set D® according to Eq. (1)

: Feed the D® and the D into the network f

: Obtain A® and A€ according to Eq. (2)

: Choose the top r nodes of contribution as key nodes and

remember the key node parameter as 6

5: fori=0,1,...,n—1 do

6:  L(:1) « Vot;(0)

7: end for

8

9

AW D~

. H « V2Jp(0)

. H < H+ \+EYE(d)
10: A« H 'L
11: wy < ONES(n)
12: pg < wo/n
13: for©=20,1,...,b—1 do
14:  w; ~ Multinomial(n, po)
15: 9;‘ — 60— A(wl — wo)
16: Y(Z) = fo (-Ttest)
17: end for
18: return Y

III. EXPERIMENTS
A. Experimental Setting

In order to validate the effectiveness of our method, we are
conducting simulation validation work based on the publicly
available benchmark classification datasets CIFAR-10 [17] and
CIFAR-100 [17] as well as the commonly used VGG16 [18]
and ResNet18 [19] networks.

CIFAR-10 is a dataset widely used for image recognition
and computer vision tasks and consists of 60,000 color images
of 32x32 pixels with 10 categories. These categories are plane,
car, bird, cat, deer, dog, frog, horse, boat and truck.CIFAR-100
is a dataset for image classification tasks, similar to CIFAR-
10 but more challenging.CIFAR-100 contains a total of 100
categories with 600 images per category.

We first trained the VGG16 and ResNet18 networks on the
CIFAR-10 dataset with 40 training epochs and a learning rate
of 0.01, respectively, and used cosine decay for the learning
rate to decrease to 0. The VGG16 and ResNet18 networks with
good performance are obtained after training. The accuracy of
VGG16is 99.77% in the CIFAR-10 train set and 92.51% in the
test set; the accuracy of ResNet18 is 99.86% in the CIFAR-10
train set and 93.54% in the test set.

In order to verify the effectiveness of the model extended
by key node resampling, we selected MC dropout [20] as
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Fig. 2. Distribution of the ratio of key nodes in each layer of the ResNet18
and VGG16 networks.

TABLE 1
THE ACCURACY AND AUC OF THE FUSION RESULTS OF THE EXTENDED
MODELS BY MC DROPOUT AND KN-RUE.

MC Dropout [20] KN-RUE
VGG16  ResNetl8 | VGG16  ResNetl8
Accuracy | 0.4140 0.6430 0.8921 0.9316
AUC 0.9739 0.9767 0.9950 0.9959

the comparison algorithm for network extension. MC dropout
achieves the extension of a given network by repeating the
dropout operation on the network several times during the
testing process so that the outputs of the input samples can be
obtained from the extended network with different structures
with the extended network. In the experimental process for
the key node resampling and MC dropout, both extended 100
networks. The evaluation metrics are each extended model’s
accuracy and the combined results obtained by the probability-
averaging decision fusion algorithm.

In order to verify that the key node resampling uncertainty
estimation algorithm has good uncertainty estimation capabil-
ity, we further analyze the performance of the extended models
on the CIFAR-10 train set, CIFAR-10 test set, and CIFAR-100
test set. The standard deviation of the confidence level of all
extended models on the combined outcome categories obtained
from the probability-averaged decision fusion algorithm is
used as the uncertainty estimate of the prediction results.

B. Experimental Results

Firstly, we perform node contribution analysis on VGG16
and Resnet18 networks and consider the nodes with the top
10% contribution as key nodes. Figure 2 shows the distribution
of key points in VGG16 and Resnet18 respectively. From the
figure, it can be seen that the key nodes in both VGG16 and
Resnet18 show an aggregated distribution in the front part
and the back part of the network, which may be due to the
fact that the front network nodes are mainly responsible for
extracting the useful features from the images and the back
network nodes are mainly responsible for mapping the abstract
feature information into the prediction results, so these two
parts have a greater contribution to the network, compared
to the intermediate nodes, which are mainly responsible for
feature transformation, have a smaller contribution.
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Fig. 3. The distribution of accuracy of the extended model by KN-RUE and
MC Dropout algorithm as well as the fusion result ROC curves. (a) and (b)
show the experimental results on the VGG16 network; (c) and (d) show the
experimental results on the ResNetl8 network.

We further compare KN-RUE with the MC Dropout algo-
rithm. In KN-RUE, we resample the parameters of the selected
nodes with the top 10% contribution to get 100 extended
models. In MC Dropout, we randomly select 10% of the nodes
from the network for Dropout, thus obtaining 100 extended
models with different structures. Then we test the accuracy of
these 200 extended models and the accuracy and AUC value
of the fusion decision results through the extended models
respectively. Figure 3 shows the accuracy of the extended
models obtained by the KN-RUE and MC Dropout methods
and the AUC curves of the fusion results. From the figure, it
can be seen that the distribution of the accuracy of the extended
model obtained by KN-RUE is concentrated in the higher
part, indicating that resampling preserves the performance of
the network, while the distribution of the accuracy of the
MC Dropout extended model is concentrated in the lower
part, indicating that Dropout destroys the original performance
of the network to a certain extent, and the same can be
reflected from the AUC curve that the KN-RUE fusion results
are superior compared to MC Dropout. Table I presents the
accuracy and AUC values of the fusion results of KN-RUE
and MC Dropout. From the table, it can be seen that the KN-
RUE fusion results are superior to the MC Dropout results on
both VGG16 and ResNet18, and the KN-RUE fusion results
are very close to the original network performance.

To illustrate the uncertainty estimation capability of KN-
RUE, we take the CIFAR-10 training set, the CIFAR-10
test set, and the CIFAR-100 test set, which has a different
distribution from the CIFAR-10 dataset, as test samples, and
compute the results of the uncertainty estimation of the KN-
RUE algorithm for the prediction results of the samples in
these datasets, respectively. Figure 4 illustrates the uncertainty
estimation test results on the VGG16 and ResNet18 networks.
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Fig. 4. Distribution of uncertainty (standard deviation of extended model
prediction confidence) for KN-RUE on different samples of the dataset.
(a) shows the experimental results on the VGG16 network; (b) shows the
experimental results on the ResNet18 network.

From the figure, it can be seen that the uncertainty distribution
of the samples in the CIFAR-10 train set and the test set are
consistent and most of the data have low uncertainty. This is
due to the fact that the samples in the CIFAR-10 test set and
the training set obey the same distribution, and after training,
the samples can be accurately classified for the samples under
this distribution. Whereas the CIFAR-100 test set uncertainty
distribution is gathered at a higher position, this is because
the samples in the CIFAR-100 dataset have an unknown dis-
tribution pattern for the network, so the network is not able to
make an accurate judgment, thus giving a high uncertainty. The
experimental results of uncertainty distribution on different
datasets are in line with our expectation of the network in
facing out-of-distribution data, thus KN-RUE has the excellent
uncertainty estimation ability.

IV. CONCLUSIONS

In this paper, the resampling uncertainty estimation (RUE)
algorithm is improved to address the need for uncertainty
estimation of large-scale neural networks, and the key node
resampling uncertainty estimation (KN-RUE) is proposed to
achieve uncertainty estimation of prediction results for any
given large-scale neural network. In this method, firstly, the
neural network is evaluated for node importance, and the key
nodes in the network are identified by analyzing the differences
between the adversarial samples and the clean samples in the
feature space and locating the main nodes affected by the
adversarial samples. Secondly, by resampling the parameters
of the key nodes, the model expansion is achieved under the
premise of guaranteeing the model performance as much as
possible, and the uncertainty estimation for the prediction
results is completed. Finally, experimental evaluations on
commonly used datasets (CIFAR-10, CIFAR-100) and models
(VGG16, ResNetl8) are conducted to further validate the
effectiveness of KN-RUE.
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